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Why watermark language models?

The widespread deployment of AI agents motivate methods to distinguish AI-generated
text from human-written content.

▶ Authenticity

▶ Traceability



Why watermark language models?

▶ As models improve, post-hoc “GPT-detectors” suffer

▶ Watermarking embeds a detectable, invisible signal at generation time



Watermark properties

Ideally, our watermark satisfies the following properties:

▶ Soundness: Detector reliably identifies unwatermarked content as unwatermarked.

▶ Completeness: Detector reliably identifies watermarked content as watermarked.

▶ Distortion-Freeness: Does not significantly reduce the quality of the text.

▶ Robustness: Still detectable following bounded modifications to the text.



Existing Watermarks for Generative Models

▶ Diffusion models for image generation
▶ “Tree-Ring Watermark” (Wen et al., 2023)

▶ Autoregressive Large Language Models
▶ “Red-Green List Watermark” (Kirchenbauer et al., 2024)



What about discrete diffusion language models?

▶ Discrete diffusion models generate tokens in parallel
▶ Faster inference (Wang et al., 2025)
▶ Greater controllability (Schiff et al., 2025)
▶ Enhanced comprehension of global patterns (Hu et al., 2021)

▶ Rapid growth in both research and commercial use
▶ Google (Gemini Diffusion), Inception Labs (Mercury) etc.

▶ No existing watermark!



Our Contribution

▶ We implement our watermark on the state-of-the-art Language Diffusion Model
LLaDA (Nie et al., 2025)
▶ Achieve high completeness and soundness while still preserving benchmark scores and

perplexity

▶ We analytically prove:
▶ False detection probability decays exponentially with the number of generated tokens
▶ Our watermark leaves the token sampling distribution unchanged



Large Language Diffusion Models (LLaDA)

▶ Vocabulary V, sequence length d, special [MASK] token.

▶ Start fully masked; iteratively unmask until t = 0.

▶ Model pθ(· | xt) outputs per-position token distributions.

pt−∆t|t(xt−∆t | xt) =
d∏

i=1

[
pθ(x

i
t−∆t | xt)

]
i
.



Large Language Diffusion Models (LLaDA)
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Watermarking Scheme: Attempt 1 (Tree-Ring)

▶ Wen et al. (2023) (originally for image diffusion) proposes embedding a signal in
the initial noise vector and then reversing the sampling process (i.e. DDIM
inversion) to recover the watermark

▶ Can we adapt the scheme for discrete diffusion?

▶ No, the sampling at every step in discrete diffusion makes a reversal difficult, so the
watermark is essentially undetectable



Watermarking Scheme: Attempt 1 (Tree-Ring)

▶ Wen et al. (2023) (originally for image diffusion) proposes embedding a signal in
the initial noise vector and then reversing the sampling process (i.e. DDIM
inversion) to recover the watermark

▶ Can we adapt the scheme for discrete diffusion?
▶ No, the sampling at every step in discrete diffusion makes a reversal difficult, so the

watermark is essentially undetectable



Watermarking Scheme: Attempt 2 (Red/Green List)

▶ Kirchenbauer et al. (2024) (originally for autoregressive LLMs) proposes
partitioning the vocabulary into a red and green list while applying a bias in
sampling to favor the latter.
▶ The partition is seeded by the previously generated token to enable detectability

▶ Can we adapt the scheme for discrete diffusion?

▶ Algorithm (modifications in bold):
▶ Partition vocab into green set G of size γ|V|, seeding by position in the sequence
▶ Bias sampling toward G via a logit boost δ > 0:

p′(x) = Softmax
(
ℓ(x) + δ · 1{x ∈ G}

)
.

▶ Repeat across a subset of the sampling steps SW ⊆ S
▶ Regenerate G using the sequence position to enable detection (i.e. calculate z-score)
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Watermarking Scheme: Attempt 2 (Red/Green List)
▶ Limitation: Increasing δ or SW increases detectability but further distorts the text

▶ The “optimal” hyperparameters are task and model dependent
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Watermarking Scheme: Attempt 3 (Gumbel-max Trick)

▶ Idea: What if our scheme was unbiased at every step?
▶ Effectively eliminates the need to tune δ, SW , greatly simplifying our objective
▶ We follow Aaronson and Kirchner (2022) (originally for autoregressive LLMs)

▶ Algorithm (modifications in bold):
▶ Generate ri ∼ Unif[0, 1] at each position i

▶ Seed the RNG that generates ri with the position in the sequence

▶ Sample token with maximum value of r
1
p

i such that p is the probability of that token

▶ Repeat across all sampling steps
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Watermarking Scheme: Attempt 3 (Gumbel-max Trick)

▶ Detection: Regenerate ri at each position i

▶ Compute score

1

L

L∑
i=1

ln

(
1

1− ri

)
where L is the length of the generated sequence.

▶ Watermarked text: score > τ such that τ > 1
▶ Unwatermarked text: score ≈ 1

▶ How is this detectable?

▶ Intuition: Generated tokens xi correspond to higher random values ri on average,
since the Gumbel-max rule favors tokens linked to larger ri.

▶ This correlation makes ln(1/(1− ri)) systematically larger for watermarked text,
pushing the average score above 1.
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Proof of distortion-freeness

WTS that argmaxy
lnRy

py
has same distribution as py for y ∈ {1, 2, . . . , |V|}.

P(Y = y) = P
(
lnRy

py
≥ lnRz

pz
∀ z ̸= y

)
=

∫ 1

0

∏
z ̸=y

r
pz/py
y dry ({Rz} independent)

=

∫ 1

0
r

1−py
py

y dry = py,

which concludes the proof.

▶ We can watermark every sampling step without concern of distortion
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Proof of false detection probability

WTS for τ = 1 + ζ:

P(Watermark detection | Unwatermarked) ≤ m exp[−L(ζ − ln(1 + ζ))] ,

where L is the sequence length and m the number of RNG seeds.

▶ False detection probability decays exponentially in L

▶ Proof included in our paper



Aside: robustness

We follow Kuditipudi et al. (2024) to thwart prefix deletions.

▶ Instead of simply seeding our RNG at position i, we can seed by i mod m for some
parameter m

▶ In detection, we iterate through s ∈ {0, 1, . . . ,m− 1} and compute (i+ s) mod m

▶ Choose the offset with the greatest detection score
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Empirical results

▶ We use the red/green list scheme as a baseline

▶ Compare GSM8k (math problems) and BBH (challenging logic) performance for
unwatermarked vs watermarked text

▶ Assess detectability of open-ended prompts



Red / Green list results (baseline): benchmarks

Table: Comparison of Green-List Watermarking Results on GSM8K and BBH Benchmarks (100
prompts each).

Model (Benchmark) Hyperparameters Correctness (%) Detectability (%)
Llama (GSM8K) δ=0, γ=0.25 54 19

δ=2, γ=0.25 32 90
LLaDA (GSM8K) δ=0, γ=0.025 71 2

δ=6, γ=0.025, SW={S1 . . . S200} 21 92
Llama (BBH) δ=0, γ=0.25 84 0

δ=2, γ=0.25 67 46
LLaDA (BBH) δ=0, γ=0.025 90 0

δ=6, γ=0.025, SW={S1 . . . S200} 75 3

▶ Takeaway 1: Benchmark performance significantly drops for watermarked text

▶ Takeaway 2: Again, the choice of parameters to yield a detectable watermark vary by task
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Our watermark results: benchmarks

Table: Testing our watermarking scheme on GSM8K and BBH benchmarks (τ = 1.015).

Model (Benchmark) Watermark Correctness (%) Detectability (%)
LLaDA (GSM8K) No 63 39

Yes 71 86
LLaDA (BBH) No 89 43

Yes 89 47



Aside: How do we choose the detection threshold τ?

0.8 1.0 1.2 1.4 1.6 1.8 2.0
Detection Threshold ( )

0

20

40

60

80

100

Pe
rc

en
ta

ge
 o

f P
ro

m
pt

s w
ith

 N
or

m
al

ize
d 

Sc
or

e 
> 

 = 1.11

Detection Rate vs Threshold for 500 Open-Ended Prompts
No Watermark
Watermarked
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soundness and completeness.



Our watermark results: open-ended generation

Table: Testing our watermarking scheme on open-ended generation (temp = 1, τ∗ = 1.11).

Model Watermark Perplexity Detectability (%)
LLaDA No 5.715 11

Yes 5.070 77



Our watermark results: open-ended generation
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Conclusion

▶ We introduced the first watermark for discrete diffusion language models

▶ We demonstrate its completeness empirically, and its soundness and
distortion-freeness both theoretically and empirically

▶ Future work can:
▶ Implement our framework for additional models other than LLaDA
▶ Improve robustness guarantees beyond prefix deletions
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